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Abstract. Dependencies between cyber and physical components of a critical 
infrastructure may be represented through a directed graph. Meaningful simula-
tion of the dynamics of such a hybrid system however requires a deeper under-
standing of the components which can be represented by transforming the nodes 
of the graph into more complex objects that describe their internal dynamics. 
This article presents an approach where the individual components are modeled 
through probabilistic Mealy automata. 
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1 Problem Description 

Critical Infrastructures (CIs) such as maritime ports are nowadays complex systems 
with manifold interdependencies. A systematic analysis of a CI often includes repre-
sentation through a directed graph as a first step, where nodes represent assets of the 
CI and edges represent dependencies. Later, simulation of the dynamics is typically 
important, e.g. in order to understand the consequences of a security incident, but this 
requires more details to be integrated in the graph model. 

2 Extended Network Model  

A model that extends the dependency graph to take into account the dynamics of the 
assets has been introduced in [1]. In a nutshell, every asset is modelled as a probabil-
istic Mealy automaton, as shown in Fig. 1, where the states of the automaton represent 
the level of functionality (measured e.g., on a 5-tier scale). The functionality of an 
asset may change due to an external event triggered from asset it depends on. Due to 
the high complexity exact predictions of the next state is hardly possible, which is 
why probabilistic automata are used to represent the assets. In case of a state change, 
the asset informs assets depending on it by forwarding a notification. In the context of 
a container terminal, software for gate operation may be affected if the corresponding 
server does not work properly (e.g. due to a fire or due to an attack, as in the case of 
NotPetya). If there is a backup server, the effect is low but otherwise gates using the 
corresponding software may fail as a consequence [2]. 
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Fig. 1. Dynamic inside a node of the dependency graph. 

The model of dependent Mealy automata can be simulated to estimate cascading ef-
fects of an incident in a CI [3]. 

3 Conclusion and Future Work 

Future work focuses on the time aspect of the propagation of an incident, i.e. on mod-
els that consider the duration of limited functionality of an asset. Further, machine 
learning methods for parametrization of the Mealy automata are of interest. 
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